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Welcome ... from the Executive Director of  the
Program in Law, Science & Technology

I am pleased to welcome you
to the second issue of
LST@Stanford. The LST
program has had a very ac-
tive and fruitful fall with a
series of interesting events, a
broad selection of which is
covered in these pages. Most
notably, the Conference on
CyberSecurity, Research, and
Disclosure was a great suc-
cess and will provide an ex-
cellent basis for future debate
on how disclosures of net-
work vulnerability can best be
used to promote security.

On February 27, 2004, we will
present a conference entitled
“Unnatural Selection: Should
California Regulate Pre-im-
plantation Genetic Diagno-
sis?” which will mark the
launch of our new Center for
Law and the Biosciences.
“Unnatural Selection” will be
followed on February 28 by
the inaugural conference of
Stanford BioLaw, “Brave
New Law: Human Reproduc-
tion and Biotechnology.” For
more information about these
two groundbreaking LST
events, please read the arti-
cle on page 13 and visit the
event websites via http://
lst.stanford.edu/pgd.

The student groups operating
under the umbrella of the LST
Program—SLATA and
Stanford BioLaw—have
planned an array of cutting-
edge events as part of the
respective LST/SLATA, CIS/
SLATA, and BioLaw speaker
series. In addition, BioLaw is
busily developing its new
newsletter entitled “SNPs,”
to which we are very much
looking forward.

I would also like to alert you
to our new LST newsblog, lo-
cated at http://lst.stanford.
edu, which provides a unique
legal perspective on the in-
creasingly prominent role that
science and technology play
in the world today.

This issue of LST@Stanford
features the following stories:

Stanford BioLaw Tackles
Property in a Biotech Era:
Stanford BioLaw’s first two
speaker events, with special
guests Dr. David Magnus,
new co-director of the Stan-
ford University Center for
Biomedical Ethics, and Dr.
Amir Attaran, associate fellow
at the Royal Institute of Inter-
national Affairs in London.

Interview with Professor
John Barton: Professor
Barton speaks about his re-
cent and future scholarship on
the economics of IP systems
and development.

Bio-X grant program on
Ethical Dimensions of
Neuroscience Research:
LST Professor Henry T.
Greely teams up with faculty
from the School of Medicine
and the School of Humanities
and Sciences to strengthen the
ethics infrastructure of neuro-
science research at Stanford.

Launch of LST Affiliates
Program: Affymetrix; Fen-
wick & West LLP; Heller
Ehrman White & McAuliffe
LLP; and Paul, Hastings, Jan-
ofsky & Walker LLP become
charter Affiliate Partners.

Roland Vogl

        LST FACULTY

John Barton
George E. Osborne Professor
of Law, Emeritus, Stanford
Law School

Paul Goldstein
Stella W. and Ira S. Lillick
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C. Wendell and Edith M.
Carlsmith Professor of Law
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Law School, and Professor of
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Professor of Law and Director,
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William Benjamin Scott and
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Dr. David Magnus, new co-
director of the Stanford Center

for Biomedical Ethics

Stanford BioLaw Tackles Property
in a Biotech Era
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Opening of new James H. Clark
Center: A history of the Bio-X Program
and a description of the impact of the
new Clark Center, which houses aca-
demics from 23 Stanford University de-
partments.

CIS/SLATA speaker Dave Winer:
Winer, fellow at Harvard Law School’s
Berkman Center for Internet & Soci-
ety, visited Stanford Law School as a
guest of the SLATA/CIS speaker series
to discuss blogging and its relevance to
cyberlaw.

Stanford BioLaw launches newslet-
ter: SNPs, to be launched this February,
will cover developments at the interface
of law and biotechnology.

Review of Conference on CyberSe-
curity, Research, and Disclosure:
Computer security researchers, soft-
ware vendors, and legal experts con-
vened at the Stanford to discuss how
vulnerability disclosure can best promote
security.

Upcoming LST Conferences:
“Unnatural Selection: Should California
Regulate Pre-Implantation Genetic Di-
agnosis?” “Brave New Law,” and “Se-
curing Privacy in the Internet Age.”

We hope you will enjoy reading this edi-
tion of LST@Stanford. Please feel free
to forward this newsletter to anyone else
who might be interested in topics aris-
ing at the intersection of law, science,
and technology. If you are not already
on our mailing list, please sign up to
receive LST@Stanford and other e-
mailings at http://lst.stanford.edu.

Very truly yours,

Roland Vogl

Executive Director, Stanford Program
in Law, Science & Technology, and
Editor-in-Chief of LST@Stanford

Stanford BioLaw’s first two events of the
year proved a rousing success. In the first
event, Dr. David Magnus, new co-direc-
tor of the Stanford University Center for
Biomedical Ethics, provided a detailed and
immensely useful presentation on the
problems that the biotech age poses to
some of our most deeply ingrained ideas
about property. The second event featured
Dr. Amir Attaran, an associate fellow at
Royal Institute of International Affairs in
London, who discussed the effects of the
current intellectual property regime on ef-
forts to combat the AIDS epidemic in
Africa.

Dr. David Magnus—“Property in an
Age of Biotechnology”

Delving into situations in which the U.S.
patent system has in-
adequately accounted
for the wide range of
actors and motives in-
volved in the ad-
vancement of
biotechnology, Dr.
Magnus brought
some needed com-
plexity to a con-
versation that many
try to paint in reduc-
tive terms. He
illustrated for a rapt
audience the difficul-
ties that arise when
we consider the nego-
tiation of the condi-
tions of medical and
genetic development
as an overly simplified clash between
profit-seeking corporations and altruistic
individual donors (often represented by
patient advocacy groups). At the same
time, he gamely pointed out the ways in
which the current patent system does
indeed favor those whose interest in bio-
technology is primarily commercial—for

instance, those who seek the licensing of
new diagnostic tests. Dr. Magnus plead-
ed for a reformed system that would rec-
ognize the many and complex interests
of the individuals who contribute raw ma-
terials (literally, blood and plasma) to the
development of such tests.

Putting current questions about gene pat-
enting into historical context, Dr. Magnus
began his talk by categorizing the vari-
ous objections and defenses that people
over the years have made to the patent
system.

One common objection is that the pat-
enting of organisms and their genes rep-
resents the commodification of life.
Along similar lines, many suggest that it
is improper to place a product of nature
under artificial scientific control. Still oth-

ers worry that the pat-
enting of cell lines
and tissue impinges
upon our common
human heritage. Dr.
Magnus described
these sorts of objec-
tions as ‘metaphysi-
cal’ in character. He
contrasted them with
objections of ‘justice’
that suggest that the
patenting of organ-
isms will end up be-
ing systematically
unfair to less devel-
oped countries,
which may lose con-
trol of their natural
resources, or to bio-

medical researchers, who will face new
and possibly crippling royalty costs as a
result of too many upstream patents.

Swamped with applications for new pat-
ents, the U.S. Patent and Trademark
Office has decided to allow almost ev-
erything to be patentable, according to

----------- RECENT EVENTS -----------



LST @ Stanford   3Please visit the web-based edition of LST@Stanford, at http://lst.stanford.edu/newsletter

Magnus. Rather than adjudicating each
particular claim, that is, the PTO tends
to automatically grant patents to those
companies and researchers that seek
them. It thus becomes the duty of the
courts—and not the PTO itself—to de-
termine if certain patents are unfair or
invalid. Consequently, a researcher ad-
versely affected by a patent claim must
summon steep court costs and reams of
intricate written evidence if she wishes
to challenge the claim. In the past, this
state of affairs has blocked less devel-
oped countries from contesting patent
claims that they viewed as environmen-
tally or economically destructive. These
days, the PTO’s position on patents also
means that genetic researchers—faced
with increasing royalty costs and dimin-
ished control over patented gene
sequences—will find themselves in a sim-
ilar situation.

After contextualizing the most common
objections to organism patenting, Dr.
Magnus proceeded to discuss the specif-
ic legal problems that arise from the pat-
enting of genes. He pointed out that
scientists traditionally patent a gene for
its use as a therapeutic agent, just as they
patent a protein or any other molecule.
But since genes have informational prop-
erties and not just structural properties,
it becomes possible for a researcher to
take out a second kind of “disease gene”
patent on the particular association that
she uncovers between an allele and a phe-
notype. Certain allele-phenotype associa-
tions, either by themselves or in
conjunction with a number of other test-
able associations, will have an immense-
ly valuable use for the diagnosis of
diseases within particular communities.

If we are to conclude that each associa-
tion between an allele and a phenotype is
patentable, as many have done, then the
likely business model arising from this
conclusion will be to require doctors and
researchers to include royalties for all
relevant patents when they order a given
diagnostic test. Dr. Magnus describes this
situation as the “clinician’s dilemma”: the
more we learn about genetics, the less
we will be able to use what we have
learned, as testing becomes prohibitive-

ly expensive and the number of
“upstream” obstacles to research grows
exponentially.

Pointing to a forthcoming clash between
patient advocacy groups and commercial
interests, Dr. Magnus reiterated the point
that there are multiple actors (all acting
with multiple motives) involved in the
development of new medical technolo-
gies. Our current IP system, however,
recognizes only a narrow range of con-
tributions to these technologies, and
reduces individuals to one of two char-
acter types: the profit-seeker or the
altruist. Dr. Magnus argued that the U.S.
patent system was built for a brick-and-
mortar world containing only a limited
number of actors and motives. He built a
convincing case for the need to design
reformations to this system that will en-
able it to fully and fairly account for what
can be done with the informational prop-
erties of a gene.

Dr. Amir Attaran—“IP and the AIDS
Epidemic”

Dr. Attaran’s talk began with compelling
data regarding the spread of AIDS in Af-
rica. He predicted that in less than two
years AIDS would surpass the bubonic
plague as the worst epidemic humanity
has ever faced. Against this dire back-
drop, Dr. Attaran explored how politics
and law are preventing essential treat-
ments from reaching afflicted Africans.
Dr. Attaran presented data from his re-
search, reaching the counterintuitive
conclusion that the presence or absence
of a patent system in a country has very
little effect on whether the citizens of that
country will have access to medicines.
Poverty and lack of infrastructure, Dr.
Attaran argued, are much better indica-
tors of whether life-saving treatments will
reach those suffering the devastating ef-
fects of HIV.

Dr. Attaran then discussed previous at-
tempts to remedy this lack of access to
essential medicines, most notably the
compulsory licensing regimes introduced
by the Doha Declaration, a declaration of

governments’ rights to take steps to safe-
guard public health by providing access
to affordable medicine regardless of the
exclusivity imposed by patent restrictions
on those medicines. Calling Doha “essen-
tially useless,” Dr. Attaran reasoned that
because compulsory licenses only work
for patented medicines, they have little
effect in countries where few if any of
the essential medicines are under patent.
Dr. Attaran noted that since 1995 not a
single country has issued a compulsory
license for a medicine.

Dr. Attaran concluded his talk by focus-
ing on two areas, distinct from intellectual
property, where he felt efforts should be
focused: funding and “capacitation.” Re-
garding funding, Dr. Attaran lamented
that, of all developed nations, the United
States offers the smallest percentage of
its GNP as foreign aid. Given that sub-
Saharan African nations often spend less
than $12 a year on the medical needs of
their citizens, Dr. Attaran stated that for-
eign aid is critical.

“Capacitation,” which means the build-
ing and maintenance of infrastructure and
expertise needed to deliver treatments, is
an equally pressing need according to Dr.
Attaran. Using Botswana as an example,
Dr. Attaran stressed how even with money
available (Botswana is relatively wealthy
due to natural resources), “bureaucratic
impotence” can prevent the building of
hospitals and clinics. Dr. Attaran stressed
that there is a need for administrative law-
yers in these regions who could help
streamline the process of developing the
capacity to deliver treatments.

These two events illustrated how
progress in medicine and biology must
be accompanied by development in legal
and political doctrines, both at home and
abroad, if the full benefit of that progress
is to be realized. The high stakes and
moral quandaries surrounding property in
a biotechnology era promise to provide
lawyers and scientists alike with challeng-
es for years to come. Stanford BioLaw
looks forward to providing a continuing
forum to discuss those challenges.



--------- LST@STANFORD INTERVIEW ---------

Professor John Barton
Speaks about Patent Law
in Developing Countries

LST@Stanford: Prof. Barton, let’s start with the question
of how the paper that you presented in Paris fits within
the context of your scholarship. With specific regard to
the U.K. Commission Report on Intellectual Propery Rights
and Development that you coauthored (as chair of the
commission) back in 2002, how does your most recent work
on technology transfer relate to your previous findings?

Prof. Barton: In the UK commission report, we were really
concentrating on the poorest countries, and in this one I’m
trying to look at the middle-income countries. That’s the big
difference. So for that earlier one, we focused on countries
where there was essentially no chance of industries evolv-
ing, countries where the primary impact of intellectual
property was on the costs of products. For this one, I’m deal-
ing with industrial structure in places like Brazil and China,
and I’m delving into the global industrial system.

What’s the per capita income in the countries you’re look-
ing at in this report?

Prof. Barton: Well, the $8,000 amount is where countries
begin to really want to have their own IP system.

So for the poorest developing countries, the primary ef-
fects of IP rights are seen in the increase of prices for
pharmaceutical and other products ... whereas for coun-
tries above a certain income level, an intellectual property
rights (IPR) system can start to foster innovation and pro-
duce other positive effects. What are some of these other
effects?

Professor John Barton, George E. Osborne Professor of Law, Emeritus, and Codirector, Stanford Program in Law,
Science & Technology, Stanford Law School, presented his paper, “Patents and the Transfer of Technology to Developing
Countries,” at the Organisation for Economic Co-operation and Development [OECD] Conference on Intellectual
Property Rights, Innovation and Economic Performance, in Paris on August 29, 2003. In the following interview, he
discusses his reasons for writing this paper and his hopes for what it will achieve in the field of patent development.
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Prof. Barton: A strong IPR system may encourage foreign
direct investment (FDI).

How have other studies grappled with this question of
the correlation between strong IPR systems and increased
foreign direct investment?

Prof. Barton: It’s really hard to draw any conclusions from
these other studies. They’re all over the place, and that was
one of the real problems. I draw the conclusion that IP rights
are much less important than many other factors, and that
their role varies from industry to industry. For instance, patent
systems tend to be more important in chemical and pharma-
ceutical industries, and less significant in semiconductor and
transportation equipment industries.

In general, a strong IPR regime is helpful, but it is neither a
sufficient nor even a necessary condition for attracting for-
eign investment.

I was reading your thoughts on trade secret protection
and was wondering why companies are much more in-
clined to seek patent protection rather than trade secret
protection.

Prof. Barton: I think it’s because trade secrecy didn’t get
the focus in the TRIPS [trade-related aspects of intellectual
property rights] Agreement. Certainly one thing that’s going
on in the pharmaceutical cases is that the industry’s been
demonized, with respect to Africa and patents. And it is eas-
ier to demonize the pharmaceutical industry and to look just
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at patents … than it is to ask whether or not trade secrecy
law encourages people to establish new subsidiaries in their
countries. In trade secrecy, we haven’t had the kinds of ne-
gotiations we had on patents. The U.S. government hasn’t
pushed as strongly for the same kinds of protections.

What is the role of the U.S. government in the issues
you’ve discussed in your paper? What governmental
agencies might be reading your work?

Prof. Barton: Most haven’t really faced this set of ques-
tions yet, or at least I don’t think they have. What the U.S.
government clearly has faced are the questions and concerns
of the pharmaceutical industry, and the movie content indus-
try, and, of course, trademark concerns. I’m not sure they
have really thought about the issue as it applies to other in-
dustries, industries where patents have traditionally been less
important but where I think they are becoming more impor-
tant, given current technological trends. However, the Federal
Trade Commission has recently released a report in which it
is raising serious questions about the impact of intellectual
property on industrial research.

What are the major changes you’ve seen in the last twen-
ty or thirty years in the sphere of technology transfer, as
we’ve gone from a nation-specific to a more global sys-
tem?

Prof. Barton: The first thing is that there are now more
scientists in the developing world. The second is the emer-
gence of China and Brazil. Another major change is the need
for technology to be used for global export products, rather
than for domestic production to substitute for imports.

Do you see multinational companies still using the old
scheme to justify the construction of a strong IPR system?

Prof. Barton: No. I think some multinational companies have
persuaded the U.S. government that strong IP encourages
foreign direct investment, and that’s more what’s happening.
I think this might be true of pharmaceuticals as well.

What’s the role of international institutions such as the
World Intellectual Property Association in all of this? Do
you see them opening up to a more reflective approach
towards, say, IP enforcement in developing countries?

Prof. Barton: Certainly the World Trade Organization is
opening up to a more reflective approach, and this currently
is a result of pressures at Doha. Who knows what happens
after Cancun, though.

WIPO I’m less confident of, because it’s much more an in-
stitution of intellectual property people.  But both of them are
getting significant pressure from the United States; and the
U.S. position is in essence that stronger intellectual property
protection is always better.

What are your thoughts, then, on the upcoming
WIPO@Stanford conference, and how do you expect it
to contribute to this discussion?

Prof. Barton: This set of issues may be part of it. The top-
ics at the conference will include venture capital,
harmonization, biotechnology and health, software, and WIPO
activities including the Patent Cooperation Treaty (PCT).
What will hopefully emerge from WIPO@Stanford is a bet-
ter understanding of the issues surrounding the use of patents
in science and technology.

Who else reads your paper, and what sort of influence
will it have?

Prof. Barton: That’s another question. The OECD is doing
a study on this set of issues, and my paper will be published
in a volume that they’re putting together. Now, the difficulty
is to put pressure on U.S. trade representatives and the U.S.
patent office, who rarely listen to these kinds of academic
criticisms.

These criticisms, of course, have been growing over the last
five to ten years. And even though we might disagree as to
where the peak of the curve is, I think that almost all critics
would say that although some intellectual property protection
is good, more is not necessarily better. The patent office and
the U.S. trade representative, who has the responsibility to
be a global lobbyist, don’t necessarily agree that there’s a
peak to the curve.

Is there a way for the global market itself to resolve these
issues? How could you convince a multinational corpo-
ration that it would be able to benefit by accepting less
strict patent systems in developing countries?

Prof. Barton: Some international corporations are very un-
happy with the patent system. Consider, for example, Cisco,
which sees the patent system as more a way that it is ‘held
up’ than as a way that actually encourages its own research.
And it is my understanding that a number of high-tech infor-
mation technology companies feel the same way.

With the pharmaceutical companies, I don’t think they nec-
essarily will be benefited. On the other hand, society will
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benefit. So there are two sorts of questions; one is, how much
income should the companies be getting? To what extent
should they be entitled to protect their product prices with
patents and intellectual property restrictions?

The second question regards the extent to which, in any in-
dustry, developing countries should be entitled to develop their
own new companies, and to get into the process and enter
the industry themselves. Japanese and Korean companies
did this years ago, and before that, the U.S. companies en-
tered into competition with the European ones. Certainly the
existing multinationals want to defend their positions against
insurgents, but whether or not that’s in the broader social
interest is another question.

So who should put into effect this larger societal inter-
est?

Prof. Barton: Currently, the government is doing what one
group of multinationals wants them to do. Coalitions in de-
veloping countries have been the groups that have pushed in
the opposite direction.

Do you see any places in the world where a successful
balance of IP rights is currently being forged?

Prof. Barton: I think the balance prior to TRIPS was not
too bad. The balance with TRIPS is not too bad itself. I think
the United States effort to push beyond the TRIPS standard
is not good. The United States, for one, has strong intellectu-
al property rights, possibly too strong for the good of its own
economy. You probably want to look at a place like Korea or
Taiwan, or possibly Brazil for a place where the balance is a
little more reasonable.

Do you discuss these sorts of issues in your class “Tech-
nology as a Business Asset”?

Prof. Barton: I try to fit in one session on developing coun-
tries, and there are usually one or two sessions on international
issues. Most of the course is focused on domestic questions,
but in some sense these are questions of a U.S.-Eastern style
of invention versus a U.S.-California style of invention. In
the Californian version of trade secret law, for example, em-
ployee mobility is much higher. That has a negative meaning,
insofar as it means that employers are less likely to invest in
training for their employees. But the strongly positive side of
it is that you’ll get much more cross-fertilization, which you
don’t get back on the East Coast. The agreement not to pass
on trade secrets is certainly properly enforceable. But you

aren’t going to be asked in California—at least you aren’t
going to be successfully asked—to sign an agreement that
says you won’t go to work for a competitor. Back East you
will.

How do you see the intellectual environment within the
various centers housed by the LST Program contributing
to your research?

Prof. Barton: Well I think it’s very helpful.  We have a
critical mass of people working in technology law and tech-
nology economics, and I would say, frankly, it’s between here
and Berkeley that you have the best group in the world. I’ve
worked with some people at both institutions. They tend to
have more economists, we tend to have more lawyers, but I
think the combination is very productive.

What are you working on next, now that you’ve spent so
much time looking into global IPR and development?

Prof. Barton: I want to do some case studies, to find out
what’s really happening. I’m currently looking at domestic
patent questions, specifically, those to do with diagnostic de-
vices. Certainly I think you should not be able to patent a
scientific conclusion, such as the idea that blood pressure is
related to particular diseases. I would certainly allow a
patent on a particular method of appraising blood pressure.
Thus I have questions about a patent on the fact that a par-
ticular gene sequence indicates susceptibility to a particular
disease. On the other hand, it isn’t clear how the diagnostic
industry can benefit from its research if it doesn’t have such
a patent. So I want to understand the economics of this in-
dustry.  [See “Stanford Biolaw Tackles Property in a Biotech
Era” on pp. 2-3—specifically, the section describing Dr. David
Magnus’s presentation—for more information on gene pat-
enting.]

So I’m working on that, and I want to do some case studies
in developing countries. The first two will probably be the
global vaccine industry and the global steel industry. I’ll take
a look at the role that intellectual property and other kinds of
procedures are playing. The steel industry certainly has its
economic problems, and during some periods this technolog-
ical innovation has been very slow. But what I don’t know is
whether or not the developing country technology is signifi-
cantly behind the developed world technology either in
efficiency terms or in environmental terms. That’s one of
the things I want to look at, and see if I can understand bet-
ter what’s going on. It’s all hypersubsidized; that’s the one
thing I’ve discovered.



We have recently expanded our website to offer a regularly updated listing of news and events from the field of law,
science, and technology. The LST newsblog, located at http://lst.stanford.edu, provides a unique legal perspective
useful to anyone interested in the increasingly prominent role that science and technology play in the world today.
We hope that you, the friends of the LST program, will find the LST newsblog a useful resource.

New Newsblog on LST Website
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Stanford Bio-X has announced the creation of a new grant program—to be led by professors Barbara
Koenig (Center for Biomedical Ethics), Henry T. Greely (Law School), and Debra Satz (Department
of Philosophy)—that will build on and expand existing interdisciplinary collaborations. The goal of the
program is to strengthen the “ethics infrastructure” of neuroscience research at Stanford by establishing:
(1) a Faculty Development Seminar that will include a bimonthly seminar series and journal club; (2) a

new curriculum specifically devoted to ethical issues in the neurosciences, targeted at graduate students, postdoctoral fellows,
and clinical trainees; and (3) a seed funding program for new research collaborations at the interface of ethics and neuroscience.

This model—beginning with its attempt in the neurosciences to establish “upstream” collaboration between scientists, clinicians
and bioethics scholars—represents an important advance in the way research is currently approached in the American
academy and promises to establish Stanford as a leading force in innovative, interdisciplinary research and teaching.

* To find out more about Stanford’s Bio-X program, please see the article on the next page ...

Barbara Koenig, Medicine / Debra Satz, Philosophy / Henry Greely, Law School /
July Illes, Radiology / Linda Hogle, Medicine

Ethical Dimensions of Neuroscience Research:
A Grant Program by the New Stanford Bio-X Program*

Could you expand on what you think the relationship
will be between the U.S. steel industry and the steel in-
dustries of developing countries?

Prof. Barton: Certainly the U.S. steel industry is hyperpro-
tectionist. One of the traditional debates has been that, say,
the Brazilian steel industry is subsidized by the World Bank
and is therefore not a fair competitor with the U.S. steel
industry. And I don’t see stronger use of patents as a solu-
tion, although those patents were certainly used in the old
days. We had the Bessemer patent pool (in 1872), but that’s
the really old days. So I’m trying to learn more about the
way things are playing out today.

Thank you for this interview, Professor Barton.

A member of the Stanford Law School faculty since
1969, Professor John H. Barton has studied and
consulted on international patent law for more
than twenty years, working with organizations
such as the Rockefeller Foundation and the World
Bank, the international agricultural research
community, and the trade and public goods
working groups of the current Commission on
Health and Development.

Prof. Barton: You’re very welcome.



Inside the James H. Clark Center on the day of its dedication,
October 24, 2003
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The James H. Clark Center at Stanford University is the hub for
the Bio-X Program, one of the most radical experiments in
scientific research in the world. The 146,000 square foot building
provides facilities for 700 academics from 23 different University
departments working within dynamic teams.
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Opening of  new James H. Clark Center
Enables Interdisciplinary Bio-X Program to

Link 23 Stanford University Departments

A History of Bio-X at Stanford

In May of 1998 a group of Stanford faculty, led by James
Spudich, joined forces to create a bold enterprise that would
facilitate interdisciplinary research and teaching in the areas
of bioengineering, biomedicine, and biosciences.

The program—known informally as Bio-X—would operate
across the schools of Humanities and Sciences, Engineering,
Medicine, Earth Sciences and Law. In September of 1998,
then Provost Condoleezza Rice and Vice Provost Charles
Kruger created a planning committee consisting of faculty
from the five schools. This group developed the Bio-X Pro-
gram and oversaw the design of a radical new building, now
called the James H. Clark Center.

Today, the Stanford University Bio-X Program supports, or-
ganizes, and facilitates multidisciplinary research in the fields
of biology and medicine.

Ideas and methods embodied in engineering, computer sci-
ence, physics, chemistry, and other fields are being brought
to bear upon important challenges in bioscience. In turn, bio-
science creates new opportunities in other fields. Significant
discoveries and creative inventions are accelerated through
the formation of new collaborative teams.

Students and faculty are broadening and enriching their train-
ing in science and technology to more fully integrate fields,
departments, and schools at Stanford. Educational events for
Bio-X participants and for the public are planned to promote
thoughtful discussions of social and ethical issues connected
with scientific advances.

Bio-X aims to make Stanford the most exciting place in the
world to combine a broad range of scientific and engineering
disciplines in biosciences research and to train the next
generation of leaders.

----------- ELSEWHERE @ STANFORD -----------
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------------ LST NEWS ------------

The Stanford Technology Law Review (“STLR”) is seeking submissions to its Perspectives section. STLR Perspectives
features concise, readable analyses of cutting-edge technology law issues. High quality, law-focused work by scholars,
students, practitioners, and advocates is welcomed. Submissions should be no more than 15 pages in length, double-
spaced and including footnotes, and will be considered on a rolling basis. Our unique online format makes possible a
rapid turn-around time from submission to publication. For more information or to make a submission, please refer to
our website at http://stlr.stanford.edu or contact stlr-submissions@lists.stanford.edu.

STLR Perspectives: Call for Submissions

The Program in Law Science & Technology (LST) is pleased to announce that
Affymetrix; Fenwick & West LLP; Heller Ehrman White & McAuliffe LLP; and
Paul, Hastings, Janofsky & Walker LLP will help launch the new LST Affiliates
Program at Stanford Law School this spring. As charter Affiliate Partners, each
will contribute through sponsorship and program input, and support cutting-edge
research, teaching, and program development across the three centers currently
housed within LST: the Center for E-Commerce, led by Professor Margaret
Jane Radin and Executive Director Ian C. Ballon; the Center for Internet and
Society (http://cyberlaw.stanford.edu), directed by Professor Lawrence Lessig;
and The Center for Law and the Biosciences, directed by Professor Henry T.
Greely.

LST brings together Stanford Law School’s renowned faculty experts; legal,
technology, and business leaders; government and regulatory officials; advocacy
organizations; and the public at large to identify and work toward innovative
solutions to the many questions that arise from the increasingly prominent role
that science and technology play in both national and global areas. For more
information about joining the LST Affiliates Program, please contact Julia Erwin-
Weiner, Director of Alumni, Foundation & Corporate Relations, at
jeweiner@stanford.edu or 650/725-8985.

Charter Affiliate Partners Help Launch New
LST Affiliates Program at Stanford Law School

http://www.affymetrix.com

http://www.fenwick.com

http://www.hewm.com

http://www.paulhastings.com



Dave Winer, Publisher of  the Longest Currently
Running Weblog, Speaks at Stanford

On November 24, 2003, the Stanford Center for Internet and
Society and the Stanford Law & Technology Association in-
vited Dave Winer to speak about blogging and its relevance
to cyberlaw. Winer published one of the first blogs on the
Internet in 1994 and is currently a fellow at the Berkman
Center for Internet & Society at Harvard Law School.

“Blogs are a very American thing,” Winer said. A blog, or
weblog, is a frequently updated website consisting of diary-
like entries that may contain text, images, media objects, and
links to other websites. Prior to blogging, emphasizes Winer,
the media controlled the publishing of news and could easily
censor more controversial points of view. With the advent of
blogs, anyone with a computer becomes free to share ideas
on the web.

Winer also offered his thoughts on the 2004 U.S. Presidential

campaigns. Although presidential candidates such as Howard
Dean have begun to use blogs, Winer said that politicians
have not come close to unlocking the full power of the Web.
Dean’s website, for instance, is well-suited to supporters of
his campaign but does not do much to convince the uncon-
verted that Dean should be their candidate. To increase the
power of online campaigning, Winer suggests that indepen-
dent bloggers be allowed onto campaign buses.  To improve
communication, he also encourages candidates to post their
schedules online.  Lastly, he suggests that it is the role of
candidates and their supporters alike to get people excited
about democracy and teach them about the power of blogging.

After his talk, Winer opened up a question and answer ses-
sion during which students, faculty, and Winer himself ex-
plored the lack of reciprocity in online links, media objectivity,
and questions about the New York Times news archive.

Stanford BioLaw Launches Newsletter

Stanford BioLaw is pleased to announce the launch this month of its newsletter, Stanford BioLaw SNPs. Named after the
acronym for single nucleotide polymorphisms (pronounced “snips”), the newsletter will draw from a wide variety of sources
to offer readers a summary of major developments at the interface of law and biotechnology. Under the leadership of
managing editor Seema Shah ’05, the SNPs team will scour newspapers, court decisions, nongovernment organization
publications, government reports, bioethics articles, and science journals in search of noteworthy changes in the legal and
political landscape surrounding biotechnology. BioLaw members will also conduct interviews with principal actors involved in
particularly important events.

Stanford BioLaw is grateful to the group of experts th at have agreed to provide advice to the SNPs team, including
professors Hank Greely and John Barton of Stanford Law School, Dr. David Magnus of the Center for Biomedical Ethics at
Stanford University, and Dr. Terry Tang of Kirkland and Ellis. The SNPs newsletter will be available online at http://
biolaw.stanford.edu starting in March of 2004. Stanford BioLaw members working on the SNPs project include Erica Goldberg
’05, Arun Patel ’04, Rachel Walsh ’06, Rena Kaminsky ’06, Okey Onyejekwe ’06, Amy Chou ’06, Vicki Healy ’06, and Pablo
Arredondo ’05. The newsletter will be distributed free of charge to universities, bioethics centers, law firms, and any other
interested parties.

— Eric Ow

LST @ Stanford   10 Please visit the web-based edition of LST@Stanford, at http://lst.stanford.edu/newsletter



Computer security researchers, software vendors, and legal experts come
together to discuss how vulnerability disclosure can best promote security.

Cybersecurity Conference an Overwhelming Success

What is significant about the seven potential security holes in
Internet Explorer that Chinese researcher Liu Die Yu recent-
ly discovered is not so much the holes themselves as the way
in which Yu made the world aware of them. He released
details of the flaws on the public Bugtraq e-mail list, meaning
that anyone with an Internet connection was able to immedi-
ately read his findings. Wary of the public release of such
sensitive information, Microsoft Security Program Manager
Stephen Toulouse responded in the following way to
internetnews.com: “We believe the commonly accepted prac-
tice of reporting vulnerabilities directly to a vendor serves
everyone’s best interests, by helping to ensure that custom-
ers receive comprehensive, high-quality patches for security
vulnerabilities with no exposure to malicious attackers while
the patch is being developed.” In other words, Toulouse reit-
erated a theme that had served as the locus of a day of heated,
productive debate at Stanford Law School one week earlier:
how, when, and where independent researchers should dis-
close potentially damaging information regarding the
vulnerabilities of a piece of software.

On November 23, twenty-four distinguished panelists from
academia and business gathered at the Center for Internet
and Society’s Conference on CyberSecurity, Research,
and Disclosure to discuss the relationship between comput-
er security, privacy, and the disclosure of information about
security vulnerabilities.

At the beginning of the day, it appeared that all discussions
would come down to a fundamental disagreement between
two groups of people. Members of the “full disclosure” camp
would argue that the prompt and public disclosure of security
vulnerabilities encourages the rapid, industry-wide develop-
ment of patches for common security holes and therefore
benefits everyone interested in effective risk management.
Meanwhile, skeptics would consolidate their opposition to this
idea by pointing out that the public availability of such vital

information endangers companies and agencies by contribut-
ing to the knowledge base of wrongdoers.

But as the day wore on, it became clear that few panelists or
audience members fit neatly into either of the above groups.
Instead, most theorized that it was important for a hacker or
researcher to notify a software company of a potential vul-
nerability before releasing that news to the public. At the
same time, many, including Chris Wysopal (of @Stake) ac-
knowledged that if a software vendor proves unresponsive to
the “private notification process,” as is often the case, then
the independent researcher may have good reason to public-

ly release her proof-of-concept code even if a patch for that
code has not yet been prepared.

The conference turned on a series of questions that forced
audience members and panelists alike to delve ever deeper
into an embedded set of issues. There were few questions
with self-evident answers, and few possibilities for universal
solutions. Still, many came into the conference with similar
goals. Jennifer Granick, Executive Director of the Stanford
Law School Center for Internet and Society (CIS), led off
the first session with a question that crystallized the impetus
behind all of the day’s discussions:

LST @ Stanford   11

Jennifer Granick, Executive Director
of the Center for Internet and Soci-
ety, argued that computer security is
a democratic concern: that it should
be about holding governments and
companies responsible for the soft-
ware they provide, and not just about
fixing a handful of bugs.

Please visit the web-based edition of LST@Stanford, at http://lst.stanford.edu/newsletter

----------- RECENT LST EVENTS -----------



When does disclosure best promote security and minimize
exploitations, and how much information should be dis-
closed at a given point in time, and to whom?

Later questions explored the motivations of the disclosers.
In his session, CIS Fellow Chris Sprigman asked panelists
how to adequately compensate independent researchers for
the valuable service they provide to vendors and customers,
while simultaneously encouraging them to report vulnerabili-
ties in a responsible fashion.  He then grilled panelists who
were interested in the commercialization of security informa-
tion both from a hacker’s perspective (represented by Simple

Nomad of the Nomad Mobile Research Center) and from a
vulnerability coordinator’s perspective, asking them whether
or not the reporting of security holes should be a noncommer-
cial academic/governmental function.

Many of the afternoon sessions focused on practices and
policies that might better facilitate communication between
vendors and researchers. Panelists dealt with practical ques-
tions about what researchers and vendors should actually do
when faced with the discovery/disclosure of a security hole.
They also contemplated whether a proposed set of best prac-
tices needed to be adapted to the needs of small vendors,
ISPs, and website owners.

Speakers who concluded that it was essential for program-
mers themselves to adhere to secure practices—so that
security vulnerabilities would never arise in the first place—
found themselves faced with the question: How do you
motivate the vendor to release more secure software with-
out crippling innovation?

Matt Blaze, from AT&T Labs, summed up this problem with
an intriguing metaphor from another realm of virus-fighting.
“Antibiotics helped head off the problem of corpse disposal.

Similarly, good secure programming practices can help head
off the problem of intrusion recovery. However, just as we
don’t completely understand physics, or biology, or other
aspects of life, we don’t yet completely understand computer
code,” said Blaze.

The conference ended with a discussion of the liabilities that
researchers and vendors alike might face after the disclosure
(or lack thereof) of security vulnerabilities. The final panel
asked: What role should legal rules play and how can the
law help or hurt security in the area of vulnerability dis-
closure? One almost universally affirmed response to this
question was to point out that it will be a very challenging
undertaking for judges to work through questions of liability
and responsible disclosure. Without any doubt, a good num-
ber of the individuals who attended the November 2003
conference on CyberSecurity, Research, and Disclosure will
play a key role in identifying a reasonable legal framework
for the exploration of these issues.

**************************************************

Engaging in an act of full public disclosure itself, the
Center for Internet and Society will post an unabridged
audio recording of the day’s proceedings on its website.
To further investigate the ideas broached in this article,
please check out the conference archives at http://
cyberlaw.stanford.edu/security.

Also, if the topics covered at the Conference on Cyberse-
curity, Research, and Disclosure are of interest to you,
please consider registering for the Stanford Law School
symposium on Securing Privacy in the Internet Age,
which will take place on March 12–13, 2004. The topic
of the symposium is: What legal regimes or market initia-
tives would best prevent the unauthorized disclosure of
private information while also promoting business inno-
vation? Register for this conference at http://
cyberlaw.stanford.edu/privacysymposium.

“20 minutes is still 20 minutes.”

— NGS Software’s Dave Litchfield, who published
the proof-of-concept code that was later used in the
Slammer worm, suggesting that the small amount of
time this publicly available code saved the developer
of Slammer was still significant enough to warrant
his hesitancy about the immediate public disclosure
of vulnerabilities.
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Lauren Gelman, Assistant Director
of the Center for Internet and
Society, and moderator of the
panel on ‘Policies and Practices
Encouraging Patch Installation’ at
the Cybersecurity conference.
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Presented by the
Stanford Center for Law and the Biosciences

and the
Stanford Program in Law, Science & Technology

On February 27, 2004, the Stanford Program in Law, Science & Technology and the Stanford Center
for Law and the Biosciences will hold a one-day conference on a controversial topic at the intersection
of human genetics and human reproduction: Pre-Implantation Genetic Diagnosis (PGD).

PGD is an extension of in vitro fertilization in which doctors pluck a single cell from newly
formed embryos and test its DNA. These test results offer new choices for prospective parents, but
raise new issues for society.  So far, testing has been limited to screening for genetic diseases and to
produce a matching bone marrow donor baby, but it could be extended to selecting other traits. Over
the last decade, more than 1,000 children worldwide have been born as a result of PGD. Although
heavily regulated in some countries, PGD is largely unregulated in the United States.

This one-day conference seeks to explore, at a practical level, whether—and if so how—PGD
should be regulated in California. The conference marks the launch of the new Stanford Center for
Law and the Biosciences.

Cosponsored by:     Affymetrix      Paul Hastings      Stanford University Bio-X Program

Stanford Law School
February 27, 2004
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----------- UPCOMING EVENTS -----------

Stanford BioLaw will hold its
inaugural “Brave New Law”
conference on February 28,
2004. Please see page 17 for
more details.
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Unnatural Selection: Should California Regulate Pre-Implantation Genetic Diagnosis?

Schedule

8:55 Welcome—Dean Kathleen M. Sullivan

9:00 Introduction to the Problem—Professor Henry T. Greely

I. The Science of PGD—moderated by Professor Linda Giudice, Stanford Medical School

9:15 Background on IVF and PGD—Professor Mark R. Hughes

10:00 Discussion

10:15 Break

II. The Ethics of PGD—moderated by Douglas E. Olson, Esq.

10:30 Professor John Robertson

11:00 Professor Rebecca Dresser

11:30 Discussion

12:00 Lunch

III. Implementing Regulation—moderated by Thane Kreiner of Affymetrix

1:00 Public Opinion and Policy Options—Professor Kathy Hudson

1:30 Discussion

1:40 Comparative Perspectives—Professor Erin Nelson

2:00 Constitutional Issues—Professor Radhika Rao

2:20 Political Aspects—Professor Alta Charo

2:40 ASRM Perspective—Professor Joe Leigh Simpson

3:00 Discussion

3:20 Break

IV. What Should California Do?—moderated by Professor Henry T. Greely

3:30 Roundtable Discussion

5:00 Close; Reception for all conference attendees to follow



LST @ Stanford   15 Please visit the web-based edition of LST@Stanford, at http://lst.stanford.edu/newsletter

Speakers

Prof. R. Alta Charo

Prof. Rebecca Dresser

Prof. Linda Giudice

Prof. Henry T. Greely

Prof. Kathy Hudson

Prof. Mark R. Hughes

Dr. Thane Kreiner

Prof. Erin Nelson

Mr. Douglas E. Olson

Prof. Radhika Rao

Prof. John Robertson

Prof. Joe Leigh Simpson

Elizabeth S. Wilson Professor of Law and Professor of Bioethics,
University of Wisconsin, Schools of Law and Medicine; Associate
Dean for Research and Faculty Development, University of
Wisconsin Law School

Daniel Noyes Kirby Professor of Law and Professor of Ethics in
Medicine, Washington University Schools of Law and Medicine;
Member, President’s Council on Bioethics

Stanley McCormick Memorial Professor of Obstetrics & Gynecology,
Director, Division of Reproductive Endocrinology & Infertility,
Stanford School of Medicine; Director, Women’s Health @ Stanford,
Director, Center for Research on Women’s Health & Reproduction

C. Wendell and Edith M. Carlsmith Professor of Law and Director,
Stanford Center for Law and the Biosciences, Stanford Law School;
Professor of Genetics (by courtesy), Stanford School of Medicine

Associate Professor, Johns Hopkins Berman Bioethics Institute,
Institute of Genetic Medicine and Department of Pediatrics;
Director, Genetics and Public Policy Center, Johns Hopkins University

Professor of Molecular Medicine and Genetics, Wayne State
University School of Medicine

Senior Vice President, Corporate Affairs for Affymetrix, Inc.

Professor of Law, University of Alberta Faculty of Law;
Research Associate, Health Law Institute

Partner, Litigation Department,
Paul, Hastings, Janofsky & Walker LLP

Professor of Law, University of California, Hastings College of
the Law

Professor of Law, Vinson & Elkins Chair in Law, University of
Texas School of Law; Chair, Ethics Committee of the American
Society for Reproductive Medicine

Professor, Department of Molecular and Human Genetics;
Professor and Chairman, Department of Obstetrics & Gynecology,
Baylor College of Medicine

Unnatural Selection: Should California Regulate Pre-Implantation Genetic Diagnosis?
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Pre-implantation genetic diagnosis (PGD) is an extension of in vitro fertilization. After eggs have
been fertilized and have formed embryos, one cell is plucked from each embryo. DNA from those
cells is extracted and tested. Based on the results, parents and physicians decide which embryos they
will implant, in an effort to yield live children, and which embryos they will freeze, for possible future
use, or discard.

PGD is not science fiction, but a process that has been used for over a decade. Around the
world, more than 1,000 children have been born after having their genes tested as tiny in vitro embryos.
The United Kingdom has long regulated PGD and other assisted reproductive technologies. It has
allowed the technology to be used to avoid serious genetic disease; it has not allowed parents to use
PGD in order to have a child who could be a bone marrow donor for an existing child. At least one set
of British parents in the second situation came to the United States where, with no regulatory oversight,
their “donor-child embryos” were selected and implanted.

The possible uses of PGD are numerous and oftentimes controversial. Any couple using in
vitro fertilization could use the added step of PGD in order to select particular embryos:

      • to increase the odds that the embryos would develop to term successfully,
      • to avoid a high risk of serious genetic diseases,
      • to choose the eventual child’s sex,
      • to yield a child who could be a tissue donor,
      • to produce a child with particular “cosmetic” genetic traits,
      • to create a child with particular “enhanced” genetic traits, or even
      • to give birth to a child with genetic traits usually considered disabilities.

PGD is subject to almost no specific legal regulation in the United States. This conference
will explore whether an American jurisdiction, California in this case, should regulate PGD and, if
so, the likely obstacles—legal, practical, and political—to such regulation. The conference will be
held in conjunction with a meeting of the California Advisory Committee on Human Biotechnology,
a body created by statute to advise the governor and legislature on such issues.

Unnatural Selection: Should California Regulate Pre-Implantation Genetic Diagnosis?

Background



BRAVE NEW LAW:
HUMAN REPRODUCTION AND BIOTECHNOLOGY

Presented by
STANFORD BIOLAW

Stanford BioLaw, a new student group with the primary purpose of promoting discourse on the
myriad legal issues arising around biotechnology, will hold its inaugural “Brave New Law”
conference entitled “Human Reproduction and Biotechnology” on Saturday, February 28, from
10:30 a.m. to 3:30 p.m.

This conference will focus on legal, political, and ethical issues arising from reproductive
biotechnology and will offer students a chance to debate and speak with leading experts. Lunch
will be provided for registered guests.

Confirmed speakers at this conference include the following distinguished individuals:

Dr. David Magnus Co-Director, Stanford University Center for
Biomedical Ethics

Professor Henry T. Greely C. Wendell and Edith M. Carlsmith Professor
of Law, Stanford Law School

Dr. Glenn McGee Professor of Medical Ethics, University of
Pennsylvania

Dr. William Hurlbut Professor in Human Biology, Stanford University

Mr. Douglas E. Olson Partner, Litigation Department, Paul, Hastings,
Janofsky, & Walker LLP

Professor Radhika Rao Professor of Law, University of California, Hastings
College of the Law

Mr. Carter Snead General Counsel, President’s Council on Bioethics

Professor Timothy Stearns Associate Professor of Biological Sciences and
Genetics, Stanford University

Please visit the conference website at http://biolaw.stanford.edu/conference to register.

Stanford Law School
February 28, 2004

Sponsored by:  Paul Hastings
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About LST@Stanford ...

Many thanks to Professor Margaret Jane Radin, Director of the Stanford Program in Law, Science & Technology; Kent Howard,
Web page assistant; Joe Neto, computer coordinator, and Krista Andersen, editorial assistant. For questions, suggestions and
future story ideas, e-mail either Roland at rvogl@law.stanford.edu or Nicholas at nbramble@stanford.edu.

       This newsletter was prepared by:

Roland Vogl        Executive Director, Stanford Program in Law, Science &
       Technology, and Editor-in-Chief of LST@Stanford

Nicholas Bramble      Designer, editor, and lead writer of LST@Stanford
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A Stanford Law School Symposium: Securing Privacy in the Internet Age

What legal regimes or market initiatives would best prevent the unauthorized
disclosure of private information while also promoting business innovation?

March 13-14, 2004
Stanford Law School

See http://cyberlaw.stanford.edu/privacysymposium for more details and registration.

As individuals do more—shopping, talking, working—online, they leave private information behind in databases stored on
Internet-connected servers. Companies store proprietary data on networked servers connected to the Internet. Computer
security experts struggle to develop technology and best practices to protect this information from unauthorized intruders
or inadvertent leaks. Are private initiatives sufficient to protect private and confidential information, or should the law
allocate the responsibility of keeping the server secure, and if so, on whom? And will the imposition of this legal and
economic burden impede further exponential advances like those the computer industry has made in the past decade?

The Law, Science & Technology Program (LST) and the Center for Internet and Society (CIS) at Stanford Law School
invite you to join us at a symposium where the speakers will present papers that address the ways in which application of
various legal doctrines could induce software vendors, hardware companies, and system administrators to adopt security-
enhancing practices, report unauthorized disclosures of private information, and properly value and remedy harm flowing
from privacy breaches, while promoting vigorous competition and innovation.

The event is funded by a generous grant from the cy pres fund established in the Supnick et al. v. Amazon.com, Inc. and
Alexa Internet, Inc. litigation. After an open call for papers produced close to one hundred submissions, the authors were
chosen by the symposium editors. The papers will be published in the fall in a scholarly volume.

and


